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1. Purpose 
 
This document will contain all definitions relevant to ITS Standards, and technology related Executive Memorandums. 
This standard serves as a single point for information technology terms used within policies, standards, and executive 
memorandums. 
 

2. Scope 
 
This standard shall apply to all The University of Nebraska System (“University”) technology policies, standards, and 
executive memorandums. 
 

3. Standard Statement 
 
It is the intention of this Standard to establish a library of terms and their definitions related to the University’s Executive 
Memoranda, Policies, Standards, and Procedures throughout the University. The following subsections outline the 
Definitions Standard. 

 

4. Definitions 
 
Access 
The ability or the means necessary to read, write, modify, or communicate data/information or otherwise use any 
electronic system resource.  
 
Affiliated Personnel 
Individuals who have sponsored access to University systems such as contractors or consultants as well as third party 
vendors and/or suppliers.  
 
Authorizing Official 
The Vice President of Information Technology is the primary Authorizing Official for all Information Technology standards 
and programs belonging to the University of Nebraska System. This position maintains the authority to formally assume 
the responsibility of operating a system at an acceptable level of risk (“Risk Acceptance Authority”) and makes all 
authorization decisions for testing and operations of IT assets. This position may delegate risk determination authority for 
medium and low risk categories of data classification. This position is responsible for the training and appointment of the 
Authorizing Official’s Delegated Representatives (AODR). The AO and AODR review security packages and exception 
requests presented by the IT Security Exception Team and security controls assessors in order to make an authorization 
decision to accept or deny risk (in conjunction with any proposed compensating controls). 
 
Authorizing Official’s Delegated Representative (AODR) 
This position is designated by the Authorizing Official (AO) in writing and receives delegated duties for risk decision 
making at assigned classification levels. This position acts on behalf of the AO to make risk decisions for the University’s 
IT assets and programs. Delegations for the AODR include but are not limited to: initial security authorization decisions, 
risk assessments and acceptance decisions (at delegated level), approval and monitoring of exceptions to vulnerability 
management, configurations, and standards (also known as Plan of Action and Milestones (POAM)). 
 
Application 
A software program funding on a server that is remotely accessible, including mobile applications. 
 
Business Associate 
A person or entity who creates, receives, maintains, or transmits PHI or provides services on behalf of a covered entity.  
 
Business Associate Agreement 
A contract between a HIPAA covered entity and a business associate that outlines the responsibilities of the business 
associate, including HIPAA compliance.  
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Directory Information 
Board of Regents’ Policies define data elements designated as student public directory information in Regents’ Policy 
5.10; and faculty and staff public directory information in Regents’ Policy 6.7. 
 
Disclose/Disclosure 
Releasing, transferring, giving access to or divulging PHI outside of the entity holding the information. 
 
Electronic Communications 
Shall mean and include the use of information systems in the transmitting, receiving, storing, or posting of information or 
material by way of email, message boards, forums, chat, web sites, institutional social media accounts, or other such 
electronic tools over the Internet or other networks. 

Endpoints 
Shall refer to desktops, laptops, tablets, mobile devices, printers, or any other device, excluding servers, capable of 
connecting to the University network or accessing University data. 
 
Enterprise-Wide Systems and Networks 
Networks, and Systems including but not limited to software, storage, licensed platforms, cloud-based services, and other 
similar technologies that are administered, owned, or operated by the Office of the President or for which the University of 
Nebraska System is responsible, and made available to the University community. 
 
 Examples Include: 

¶ Networks 

¶ Email 

¶ File Storage 

¶ Virtual Servers & Applications 

¶ IT Security Systems 

¶ Identity/Authentication Systems 

¶ Endpoint Management 

¶ Remote Access 

¶ Learning Management Systems 

¶ Academic Video Management Systems 
 
FERPA 
Family and Educational Rights and Privacy Act, a Federal law that protects the privacy of student education records. The 
law applies to all schools that receive funds under an applicable program of the U.S. Department of Education.  
 
FIPS PUB 199  
Federal Information Processing Standards Publication Standards for Security Categorization of Federal Information and 
Information Systems 
 
HIPAA 
Information or data protected by the Health Insurance Portability and Accountability Act of 1996. This legislation provides 
data privacy and security for safeguarding medical information.  
 
Hybrid Entity 
A single legal entity that performs covered, and no-covered, functions under HIPAA. 
 
Hybrid Entity Designation 
A written statement the University utilized to memorialize the University units that meet the definition of a covered 
component and supporting components that support the covered components.  
 
Inactive User/Account 
An inactive user/account is an account that has not been accessed during a specified duration as defined in ITS-02 or has 
never been logged into.  Inactive accounts will be disabled but could be reactivated by a user who has an active role 
within the University. 
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Multi-Factor Authentication 
A security technology that requires multiple methods of authentication from independent categories of credentials to verify 
a user's identity for a login or other transaction.  
 
Networks 
Shall mean and include wired and wireless video, voice, and data infrastructure, including security devices.   
 
NIST 
The National Institute of Standards and Technology (NIST) develops cybersecurity frameworks, standards, guidelines, 
best practices, and other resources to meet the needs of U.S. industry, federal agencies and the broader public. 
 
NTP 
Network Time Protocol is an Internet protocol used to synchronize the clocks of computers to a specific time reference.  
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¶ Data collected using instrumentation or systems and stored in an electronic format 

¶ Source documentation and reporting forms for human participant research studies. 
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with the service strategy. This role is accountable to the SO for the design, implementation, and ongoing maintenance and 
support of the offering. As with the service owner, the SOM’s responsibility for a specific service offering is independent of 
where the underpinning technology components, processes, or professional capabilities reside. 
 
Shared Account 
A shared account provides multiple users anonymous access to an Information System by sharing the same login identity 
and credentials to accomplish a single shared function in support of a specific process, endpoint, or system. 
 
Substantial University Resources 
Resources provided by the University that go above and beyond what is customarily provided to University employees or 
students. These resources may vary by department/unit and context, but include resources provided from extramural 
sources, internal grants, startup funds, and targeted campus/University investments in a program or unit. 
 
System 
Shall mean and include software, servers, storage, licensed platforms, and cloud-based services. 
 
System Security Plan (SSP) 
A system security plan is a document that outlines how an organization implements its security requirements, of which  
outlines the roles and responsibilities of security personnel, as well as the varying security standards and guidelines to be 
followed. 
 
Tailgating 
Tailgating occurs when one or more individuals follow an authorized individual into a secure location without verifying the 
authorization of each individual, resulting in a physical security breach. (also referred to as piggybacking)

a
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6. Roles and Responsibilities  
 
For the purposes of all IT Polices, Executive Memoranda, Standard, and Procedures, the following roles and 
responsibilities apply: 
 

Stakeholder Responsibilities 

Board of Regents ¶ Approve, act in accordance with and formally support this Standard. 

Chief Information Officer ¶ Approve and formally support this Standard. 

Chief Information 
Security Officer 

¶ Review, approve, and track any exceptions to the requirements of this 
Standard. 

¶ Proactively enforce compliance of all stakeholders of this Standard. 

¶ Build and maintain regulation compliant programs in their respective units. 

¶ 
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8. Related Information 
 
The following is a listing of related Policies, Executive Memoranda, Standards, Controls, and Procedures. 
 
NIST 800-53 
NIST 800-171 
NU Executive Memorandum 16 
NU Executive Memorandum 26 
NU Executive Memorandum 41 
NU Executive Memorandum 42 
 
University-Wide Policies & Guidelines - https://nebraska.edu/offices-policies/policies 
ITS-00 Information Technology Definitions and Roles 
ITS Knowledge Base - https://uofnebraska.sharepoint.com/sites/NU-ITS/KB 
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