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1. Purpose 
 
The purpose of the Incident Response Standard is to define the organization’s requirements for enforcing incident 
response and handling capabilities. This standard serves as a statement of objectives for the protection of information 
assets against security incidents. 
 

2. Scope 
 
This Standard shall apply to all University of Nebraska System (“University”) technology assets. Any information not 
specifically identified as the property of other parties, that is transmitted or stored on Information Systems (including email, 
messages, and files) shall be considered the property of the University and to which this Standard applies. All users 
(employees, contractors, vendors, or others) of Information Systems are responsible for adhering to this Standard. 
 

3. Standard Statement 
 
It is the intention of this Standard to establish incident response capabilities throughout the University to help the 
organization implement security best practices regarding identification, reporting, and handling of information security 
incidents. Deviations from the requirements defined herein in the form of exceptions must be approved in advance and in 
writing by the Chief Information Security Officer (CISO) as defined in ITS Policy Exception Standard. The following 
subsections outline the Incident Response Standard. 
 

4. Incident Response Requirements 
 

4.1 Plan Incident Response 

4.1.1 Incident Response Plan Requirements 
The University must maintain a documented Incident Response Plan to provide a well-defined and organized approach for 
handling any potential threat to systems and informational assets. The Incident Response Plan must ensure that 
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4.1.2 Incident Response Plan Requirements 
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4.3.2 
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5. Procedures 
 
Procedures specific to this Standard are to be documented and maintained by the individual service owners throughout 
the University system. 
 

6. Compliance 
 
Compliance Measurement 
The University of Nebraska IT Security Services team will verify compliance to this Standard through various methods, 
including but not limited to, business tool reports, internal and external audits, and feedback to the Standard owner.  
 
Exceptions 
Any exception to the Standard must be documented and formally approved by the CISO
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