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ITS-02 Access Identification and Authentication Standard
ITS-02-4.1.7

ITS-02-4.1.10
3.1.20 ACCESS CONTROL Verify and control/limit connections to and use of external systems.

ITS-02 Access Identification and Authentication Standard ITS-02-4.1.2 3.1.9 ACCESS CONTROL Provide privacy and security notices consistent with applicable CUI rules.

ITS-02 Access Identification and Authentication Standard

ITS-02-4.1.3
ITS-02-4.2.1
ITS-02-4.2.5

3.5.1
IDENTIFICATION AND 

AUTHENTICATION
Identify system users, processes acting on behalf of users, and devices.

ITS-02 Access Identification and Authentication Standard

ITS-02-4.1.3
ITS-02-4.2.1
ITS-02-4.2.5
ITS-02-4.6.1

3.5.2
IDENTIFICATION AND 

AUTHENTICATION



ITS-04 Audit and Accountability Standard ITS-04-4.1.2 3.3.3 AUDIT AND ACCOUNTABILITY Review and update logged events.
ITS-04 Audit and Accountability Standard ITS-04-4.1.3 3.3.4 AUDIT AND ACCOUNTABILITY Alert in the event of an audit logging process failure.

ITS-04 Audit and Accountability Standard ITS-04-4.2.1 3.3.7 AUDIT AND ACCOUNTABILITY
Provide a system capability that compares and synchronizes internal system clocks with an authoritative 
source to generate time stamps for audit records.

ITS-04 Audit and Accountability Standard ITS-04-4.3.1 3.3.8 AUDIT AND ACCOUNTABILITY Protect audit information and audit logging tools from unauthorized access, modification, and deletion.

ITS-04 Audit and Accountability Standard ITS-04-4.3.2 3.3.9 AUDIT AND ACCOUNTABILITY Limit management of audit logging functionality to a subset of privileged users.

ITS-04 Audit and Accountability Standard ITS-04-4.4.1 3.3.5 AUDIT AND ACCOUNTABILITY
Correlate audit record review, analysis, and reporting processes for investigation and response to 
indications of unlawful, unauthorized, suspicious, or unusual activity.

ITS-04 Audit and Accountability Standard ITS-04-4.4.2 3.3.6 AUDIT AND ACCOUNTABILITY Provide audit record reduction and report generation to support on-demand analysis and reporting.

ITS-05 Awareness and Training Standard ITS-05-4.1.1 3.2.1 AWARENESS AND TRAINING
Ensure that managers, systems administrators, and users of organizational systems are made aware of the 
security risks associated with their activities and of the applicable policies, standards, and procedures 
related to the security of those systems.

ITS-05 Awareness and Training Standard ITS-05-4.1.3 3.2.3 AWARENESS AND TRAINING Provide security awareness training on recognizing and reporting potential indicators of insider threat.

ITS-05 Awareness and Training Standard ITS-05-4.1.4 3.2.2 AWARENESS AND TRAINING
Ensure that personnel are trained to carry out their assigned information security-related duties and 
responsibilities.

ITS-06 Configuration Management Standard ITS-06-4.1.2 3.4.6 CONFIGURATION MANAGEMENT
Employ the principle of least functionality by configuring organizational systems to provideonly essential 
capabilities.

ITS-06 Configuration Management Standard ITS-06-4.1.3 3.4.8 CONFIGURATION MANAGEMENT
Apply deny-by-exception (blacklisting) policy to prevent the use of unauthorized software or deny-all, 
permit-by-exception (whitelisting) policy to allow the execution of authorized software.

ITS-06 Configuration Management Standard ITS-06-4.1.3 3.4.9 CONFIGURATION MANAGEMENT Control and monitor user-installed software.

ITS-06 Configuration Management Standard ITS-06-4.2.1 3.4.2 CONFIGURATION MANAGEMENT
Establish and enforce security configuration settings for information technology products employed in 
organizational systems.

ITS-06 Configuration Management Standard ITS-06-4.2.2 3.4.5 CONFIGURATION MANAGEMENT
Define, document, approve, and enforce physical and logical access restrictions associated with changes 
to organizational systems.

ITS-06 Configuration Management Standard ITS-06-4.2.3 3.4.7 CONFIGURATION MANAGEMENT Restrict, disable, or prevent the use of nonessential programs, functions, ports, protocols, and services.

ITS-06 Configuration Management Standard
ITS-06-4.2.4
ITS-06-4.2.5
ITS-06-4.2.6

3.4.3





ITS-16 System and Communications Protection Standard ITS-16-4.4.5 3.13.13
SYSTEM AND COMMUNICATIONS 

PROTECTION
Control and monitor the use of mobile code.

ITS-16 System and Communications Protection Standard ITS-16-4.4.6 3.13.4
SYSTEM AND COMMUNICATIONS 

PROTECTION
Prevent unauthorized and unintended information transi


